Systems
Ad m i I1 iSt I‘a tO I‘ Class Code: XXX

P

CITY OF APPLETON
Revision Date: May 21, 2014

Bargaining Unit: Non-union Non-Exempt

SALARY RANGE

$32.98 - $49.46 Hourly
$68,598.40 - $102,876.80 Annually

NATURE OF WORK:

This is a professional staff position that coordinates with IT staff and third-party managed-service providers to
perform data center and SaaS systems administration. Work involves coordinating the design, installation, security,
and administration of IT services. Duties include incident response, automation control, backup management,
administration of directory services and single-sign-on, and Tier 2 operations support. Work is performed under the
general supervision of the Information Technology Director.

JOB FUNCTIONS:

» Administers directory services, which include system policies, cloud-based single-sign-on (SSO/SAML/OAuth), and
multifactor authentication (MFA).

» Administers email services.

» Administers remote-access and mobile VPNs and their related endpoint hardware and software.

* Performs security functions, which include incident response and regular reviews of firewall, email protection,
early-warning alerts, and endpoint managed security services.

 Ensures hardware, software, and procedures adhere to CJIS, NIST, PCI, and other security standards.

« Coordinates and monitors backup procedures.

* Manages endpoint software deployment and patching with an emphasis on automation.

» Oversees event management and automated systems monitoring.

» Works with contractors and suppliers to support IP telephone systems and related telecommunications circuits.
» Works with managed-service providers and consultants to design, install, secure, and administer networks,
servers, SaaS, and other IT services.

* Acts as a technical liaison between IT suppliers, developers, and operations staff.

» Monitors hardware and software end-of-life; assists the IT Director with the budgeting and scheduling of hardware
replacement or conversion to SaaS opportunities.

* Instructs IT staff how to troubleshoot and solve incidents and problems.

* Documents in-house knowledgebase articles, flowcharts, and diagrams pertaining to systems administration.

* Participates in Information Technology on-call schedule.

» Maintains regular punctual and predictable attendance, works overtime and extra hours as required.

» Works on special projects as assigned.

REQUIREMENTS OF WORK:

High school degree plus an additional two years of formal preparation, eight to nine years systems administration
experience. Advanced knowledge and understanding of TCP/IP networking. Any equivalent combination of
education, experience and training which provides the following knowledge, abilities and skills:



» Knowledge of network protocols.

» Knowledge of LAN protocol analysis and network management tools.

* Knowledge of network hardware (servers, routers, switches, etc.) and software (backup, anti-virus, office
automation, etc.).

* Knowledge of network connectivity including Ethernet, Fiber, and Wireless technologies.

* Knowledge of firewall, network file system, and directory services security.

« Ability to troubleshoot and analyze problems and take appropriate action.

* Ability to maintain directory service integrity and synchronization.

« Ability to operate computers and related hardware and instruct people in their use.

« Ability to manage and coordinate multiple projects.

* Ability to lift 50 pounds.

* Ability to maintain confidentiality.

« Ability to establish and maintain effective working relationships with other employees and the public.
* Ability to understand and carry out complex oral and/or written instructions.

* Ability to work effectively with minimal supervision and conform to deadlines.

+ Ability to sustain prolonged visual concentration.

* Ability to communicate effectively both orally and in writing.

* Ability to work occasional nights or weekends.

» Possess and maintain a valid Wisconsin driver's license.

SUPPLEMENTAL INFORMATION:

COMPETENCIES

Communication
Self-directed/Autonomous/Accountable
Problem Solving
Technical/Professional/Strategic Skills
Creative/Innovative

To learn more about these competencies click here

JOB TASK ANALYSIS:



JOB AW ALYSISREQUIREMENTS N=Never

JOB TITLE: Network Administrator
REVISEDDATE: March 2013
REVIEWDATE: March 2013
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